
SECURE PERSONAL HEALTH INFORMATION 
(PHI) INSIDE AND OUTSIDE PATIENT PORTALS 
REGARDLESS OF COMPUTING PLATFORM AND 
TRANSFER OR STORAGE METHOD. 

Patient portals are rapidly gaining popularity. Because 

of their practicality and ease of use, healthcare providers 

are deploying patient portals to increase efficiency and 

productivity in patient communication. There are many 

advantages; patients can find a doctor, pay or monitor 

insurance statements, schedule appointments and even 

have a virtual appointment with a care provider. 

One major disadvantage of patient portals is the lack of 

security.  PHI containing demographics, medical history, 

test and laboratory results and insurance information 

can be exposed as it moves through the portal between 

healthcare provider and patient. Another problem is 

interoperability. Patients may download PHI and find their 

encrypted file may not work on the platform or device they 

are using. 

PKWARE ENABLES SECURE AND 
EFFICIENT PATIENT PORTALS

SECURED PORTABILITY PKWARE protects data at rest 

and in motion regardless of transmission method, inside 

and outside the organization and within the patient portal 

to provide complete portability across all major operating 

systems and computing platforms.

ASSURED COMPLIANCE The PKWARE Solution meets the 

encryption requirements of ONC MU Stage 1, IHE, ISO, H7, 

HIPPA, Hi Tech, HiTrust and PHI regulatory standards and is 

FIPS 140-2 certified.

SECURE FILES ANYWHERE Files remain secure no matter 

where they are stored – on hard drives, CDs or DVDs, flash 

drives, and in patient portals.

ENCRYPT FILES WITH PASSPHRASES, DIGITAL 
CERTIFICATES, OR BOTH  The PKWARE Solution supports 

passphrase and digital certificate based encryption. Encrypt 

files using X.509 digital certificates issued from recognized 

certificate authorities such as Comodo®, Verisign®, Entrust®, 

and Microsoft®.

PROVEN IN HEALTHCARE AND GOVERNMENT  The 

Centers for Medicaid and Medicare (CMS) use the PKWARE 

Solution to protect PHI that they collect from the state 

programs, and that they share with universities, research 

hospitals, and pharmaceutical companies. 

COMPRESS FILES TO SAVE STORAGE SPACE  Compress 

files up to 95%. Save storage space and reduce file transfer 

times, while protecting sensitive data.

BUSINESS BENEFIT OVERVIEW: PATIENT PORTALS

PKWARE and Patient Portals



A Comprehensive Solution for all major OS and devices, eliminating the 
need for multiple independent solutions

Adaptable/Flexible and Portable to freely move data between disparate 
operating environments, including virtualized, in the most secure and 
efficient manner

End-to-End Protection through data-centric security that protects your 
information in transmission as well as behind your firewalls 

Transferable Security through the ability to send, receive and store data 
in its compressed and secure state, guaranteeing even after transfer it can 
only be accessed by the intended party

Proven & Trusted by over 30,000 Companies 
across the Globe

PKWARE is the only choice for complete integration of compression, encryption, portability 

and file management in a remarkably simple platform-neutral, yet secure data container. 

PKWARE is installed in over 30,000 corporate entities, including 90% of the Fortune 100. It 

is the choice of 23 of the top 25 global banks.  The PKWARE Solution is used by over 200 

government agencies including the U.S. Department of Defense, Internal Revenue Service, 

Federal Aviation Administration, Centers for Medicare & Medicaid Services...and by major 

retailers around the world. 

Only the PKWARE Solution offers complete portability for reducing, securing, moving and 

storing data simultaneously across IBM, Windows, HP-UX, Linux, Solaris, and other major 

platforms. 

Leverage your existing IT infrastructure with our production-ready and progressive data 

management solution in physical, virtual, and cloud environments.

Visit www.pkware.com for a complete listing of supported platforms.

 

About PKWARE, Inc. 

More than two decades ago, PKWARE 
revolutionized data compression with the 
invention of the ZIP standard. Today, through 
continuous innovation and development, 
PKWARE has become the industry standard 
for data reduction, security, portability and 
file management.

Financial services, banking, government, 
healthcare, and retail organizations use 
the PKWARE Solution to protect sensitive 
data, meet compliance requirements, avoid 
liability risk and reduce their overall costs 
and operational overhead. 

PKWARE, a privately held company, was 
founded in 1986 and is based in Milwaukee, 
Wisconsin; additional offices are located in 
New York, Ohio, and the United Kingdom.

For additional information and resources, 
please visit our website: www.pkware.com

To speak with a PKWARE Specialist in the 
U.S., call toll free: 1.866.583.1795

To speak with a PKWARE Specialist outside
the U.S., visit www.pkware.com/contact
for specific country offices and contact
information
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