
“With all the sensitive data we were sending off site, I knew
we’d have to go down the encryption path eventually,” he
notes. “And keeping backup processes efficient was critical. Not
only does SecureZIP let us merge encryption and compression
into one process, keeping CPU consumption to a minimum, it
lets us save iSeries data directly into a ZIP archive without creat-
ing a SAVF file first. We can now connect to our development
box over our network instead of a T1 line.”

SecureZIP for iSeries uses built-in data translators that enable
secure file transfer between iSeries machines and other server
platforms as well (e.g., Linux, Unix, Windows, zSeries). Its auto-
matic EBCDIC-to-ASCII (and vice versa) conversion routines let
users transfer files protected by public/private key encryption,
passphrases, or both methods. iSeries users can read protected

ORE DATA TO BACK UP WITHIN SHRINKING
time windows and protecting backup data from
unauthorized access or outright theft are parallel
problems facing many IT organizations. One iSeries
enterprise found a solution to both challenges in

SecureZIP, a data-security solution built on the widely adopted
and completely interoperable ZIP standard from PKWARE, Inc.

Sierra Pacific Industries is a wood-products producer located in
Redding, CA. The corporation is the largest private forest land-
holder in North America and runs sawmills, molding, millwork,
window, and fiber-product factories, as well as being an electric
co-generation company. Sierra Pacific builds and runs its business
applications on two iSeries P10s — a model 270 development
machine and a model 810 production system — both running
V5R3. The systems serve six developers and 600 end users.

Too Much Data, Not Enough Time
Sierra Pacific’s problem was that it needed a solution that
would facilitate backups and also protect confidential data.
Backup requirements consisted of daily object mirroring from
the production box to the development machine for potential
disaster recovery and nightly tape backups for off-site storage.
Sierra Pacific handled mirroring functions by copying and syn-
chronizing production libraries between the two systems via
FTP over a T1 line and completed tape backups for couriering
off site. But much of the data was sensitive, such as Social
Security numbers and payroll information, and being sent
unencrypted, a situation that couldn’t continue. Timing was
also a growing challenge.

“The backup process started at 9 p.m. and barely finished
by 6 a.m. when the development team gets in,” recalls Steve
Gaston, Sierra Pacific’s CIO. “We were always trying to speed
up that process and also trying to preserve disk space by keep-
ing files as tight as possible.” But because it’s a successful busi-
ness, Sierra Pacific’s data volume wasn’t getting smaller, and the
timing kept getting more exacting.

When PKWARE contacted Gaston as part of a routine sales
call (Sierra Pacific was already a user of the company’s PKZIP
product) and explained how SecureZIP can combine data com-
pression and encryption, Gaston realized he had an answer.
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FIGURE 1
Sierra Pacific Industries is headquartered in Redding, CA
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encrypting a file. Not familiar with certificates and encryption,
Guske got help from PKWARE trainer Troy Webster and
PKWARE documentation. Both helped Guske understand what
certificates are supposed to do and how to make them work,
important since Guske is SecureZIP’s primary user. “I was very
pleased with the support and responsiveness I received from
PKWARE,” Guske emphasizes.

After implementation of SecureZIP, Sierra Pacific is able to
transmit files nightly via FTP from the production to develop-
ment systems in only 5 1/2 hours instead of the previously need-
ed 10 hours. The faster data movement results from SecureZIP’s
ability to combine the compression, encryption, and SAVF file
creation steps. SecureZIP lets Sierra Pacific achieve up to 75 per-
cent data compression on files encrypted using 256-bit AES. The
encryption feature means the company no longer needs to
worry about interception of sensitive data and can document
its protection system for auditors if necessary to comply with
Sarbanes-Oxley and other legislative and regulatory mandates. 

Sierra Pacific is satisfied with SecureZIP even though the com-
pany doesn’t need all of the product’s capabilities. “We wish
we had time to explore all its features and functions,” Gaston
laments. “But the good thing is that we already had a process in
place and simply needed to modify it to fold encryption into the
routine. SecureZIP let us do that pretty smoothly.” ■

John Ghrist senior products editor for iSeries NEWS.

files created in ASCII format and create protected files for
transfer. SecureZIP’s compression features mean there are
smaller files to encrypt, making more efficient use of CPU
resources. It also means there’s less resulting encrypted data
to move, which speeds up distribution of files across net-
works and the Internet, and was the key feature that solved
Sierra Pacific’s backup time crunch.

SecureZIP for iSeries is available in three versions, all of which
embed the RSA BSAFE cryptographic libraries. Standard Edition
combines ZIP compression and passphrase-based Advanced
Encryption Standard (AES) data encryption. An optional
Advanced Encryption Module combines certificate-based
AES encryption with digital signing and certificate revocation
list (CRL) checking. A Directory Integration Module adds a
Lightweight Directory Access Protocol (LDAP)-compliant inter-
face for automatic access to digital certificates stored in common
directories, such as Sun iPlanet, Novell Netware, and Microsoft
Active Directory.

Putting Some Zip in Backup Processes
Sierra Pacific purchased SecureZIP Standard Edition and turned
the implementation over to Matt Guske, an operations manag-
er. Although Guske wasn’t working on the implementation full
time, he completed an upgrade of PKZIP to SecureZIP 8.1 and
a beta-tested 8.2 in two to three months. There were no signifi-
cant delays, but the most complicated part of implementation
was moving from password to digital certificate as the key for

■ CASE STUDY

Copyright © 2006 by Penton Media, Inc.

United States
648 N. Plankinton Ave., Suite 220
Milwaukee, WI  53203
1-888-4-PKWARE

International/UK
Siena Court, The Broadway
Maidenhead, Berkshire SL6 1NJ
+44 1628 509019

www.pkware.com

1458E_ISN_PKWA_proof 3  8/2/06  8:43 AM  Page 50

www.pkware.com



