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Preface

This manual covers both PKZIP for iSeries and SecureZIP for iSeries.

PKZIP for iSeries provides powerful, easy-to-use data compression on the AS/400,
iSeries and i5. PKZIP for iSeries Enterprise Edition also includes support for
password-based decryption of encrypted files powered by trusted RSA® BSAFE. Files
created by PKZIP for iSeries use the widely-adopted ZIP format and can be
accessed on all major platforms throughout the enterprise—from iSeries to PC.

SecureZlP for iSeries provides powerful, easy-to-use data compression and data
protection on the AS/400, iSeries and i5. SecureZIP for iSeries delivers high-
performance data compression and protects data with digital signatures and trusted
RSA BSAFE encryption, either password- or certificate-based, with key lengths of up
to 256 bits. Like PKZIP for iSeries, SecureZIP for iSeries uses the widely-
adopted ZIP format and creates files that can be accessed on all major platforms
throughout the enterprise.

This manual also covers SecureZlP Reader/SecurelLink. SecureZIP
Reader/Securelink is a special version of SecureZIP that is available through the
PKWARE PartnerLink program. The PKWARE PartnerLink program provides a
straightforward, secure way for an organization to exchange sensitive information
with outside partners who perhaps do not have SecureZIP.

SecureZlP Reader/Securelink differs from the full SecureZlP for iSeries in that
it only extracts archives from, and only creates and encrypts archives for, a
PartnerLink sponsor. Contact PKWARE for more information on PKWARE PartnerLink.

About this Manual

This manual provides the information needed to utilize PKZIP and SecureZIP for
iSeries in an operational environment. It is assumed that people using this manual
have a good understanding of (Control Language) CL and dataset processing. Note
that the contents of this manual apply to the following operating systems:

e (0S/400 V5R1MO and above
e iSeries

This manual is intended for persons using both PKZIP and SecureZIP for iSeries.
The manual assumes that the reader has a good understanding of CL and file
processing.



Conventions Used in this Manual

Throughout this manual, the following conventions are used:

PKZIP' (bold-italicized) refers to both PKZIP for iSeries and SecureZIP for
iSeries products.

Program, screen display and printout examples may show either SecureZIP or PKZIP
constructs. Unless specifically denoted within SecureZIP feature sections, the
samples also apply to PKZIP.

If a line has (SecureZIP), it applies only to SecureZIP for iSeries.

If a section is flagged at the beginning with the phrase, Requires SecureZIP,
formatted as shown below, that section applies only to SecureZIP for iSeries:

Requires SecureZIP

The use of the Courier font indicates text that may be found in control language
(CL), parameter controls, or printed output.

The use of italics indicates a value that must be substituted by the user, for example,
a dataset name. It may also be used to indicate the title of an associated manual or
the title of a chapter within this manual.

Bullets (*) indicate items (or instructions) in a list.

The use of <angle brackets> in a command definition indicates a mandatory
parameter.

The use of [square brackets] in a command definition indicates an optional
parameter.

A vertical bar (]) in a command definition is used to separate mutually exclusive
parameter options or modifiers.

Related Publications

PKZIP/SecureZIlP for iSeries product manuals include:

e PKZIP/SecureZlP for iSeries System Administrator's Guide - Provides
detailed information to assist the system administrator with the installation
and administrative requirements necessary to use SecureZIP for iSeries in
an operational environment.

o PKZIP/SecureZlP for iSeries User's Guide - Provides detailed information
on the product set in 0S/400 and iSeries operating environments. Also
provided is a general introduction to data compression, SECZIP specific data
compression, and an overview on how to use PKZIP and SecureZIP for
iSeries, SECZIP control cards, and parameters.

o PKZIP/SecureZlP for iSeries Messages and Codes - This provides
information on the messages and codes that are displayed on the consoles,
printed outputs, and associated terminals.



Related IBM Publications

IBM manuals relating to the PKZIP' product include:

e System Messages: This manual documents messages issued by the iSeries
operating system. The descriptions explain why the component issued the
message, provide the actions of the operating system, and suggest responses
by the applications programmer, system programmer, and/or operator.

e 0S/400 CL Programming (SC41-5721): This manual provides a wide-
range discussion of iSeries e Advanced Series programming topics, including:
Control language programming, iSeries e Advanced Series programming
concepts, objects and libraries, and message handling.

e 0S/400 CL Reference (SC41-5722 thru SC41-5726): This manual may
be used in the iSeries Information Center to find information on the following
CL reference topics: 0S/400 commands, OS/400 objects, command
description format, command parts, command syntax, about syntax
diagrams, CL character sets and values, object naming rules, expressions in
CL commands, and command definition statements.

e Integrated File System Introduction (SC41-5711): This book provides
an overview of the integrated file system includes these topics:

e What is the integrated file system?

e Why might you want to use it

e Integrated file system concepts and terminology

e Interfaces you can use to interact with the integrated file system

e APIs and techniques you can use to create programs that interact with the
integrated file system

e Characteristics of individual file systems

¢ File Management (SC41-5710): This manual describes the data
management portion of the Operating System/400 licensed program. Data
management provides applications with access to input and output file data
that is external to the application. There are several types of these input and
output files, and each file type has its own characteristics. In addition, all of
the file types share a common set of characteristics.

¢ DDS Reference (RBAF-P0O00-00): This manual contains detailed
instructions for coding the data description specifications (DDS) for files that
can be described externally. These files are the physical, logical, display,
printer, and intersystem communications functions, hereafter referred to as
ICF files.

Related Information on the Internet

PKWARE, Inc.

www.pkware.com



http://www.pkware.com/

FTP site

Product downloads - ftp://bigiron.pkware.com/pub/products/pkzip/iseries

Product manuals - ftp://bigiron.pkware.com/pub

National Institutes of Standards Computer Security Resource Center
http://csrc.ncsl.nist.gov

Information on AES development
http://csrc.nist.gov/encryption/aes/

Information on key Management
http://csrc.nist.gov/CryptoToolkit/tkkeymgmt.html/

RSA BSAFE® Content library
http://www.rsasecurity.com

Release Summary

New Products

The following products have been added to the PKWARE SecureZIP suite for the
iSeries operating environment:

e SecureZlP for iSeries Reader

e SecureZlP for iSeries SecurelLink

New Features
New features in PKZIP for iSeries and SecureZIP for iSeries Release 8.2 include:
¢ New Compression algorithms with varying custom controls.
e Significant performances improvements with new compression algorithms.
e New ZIP64 Signal constraint checks to avoid building large archives.
¢ New default internal Translation Tables for EBCDIC to ADCII.

e A separate input archive can be specified other than the archive file to
created. This will allow an inputted archive to be preserved.

e A special key word *COPY for the FILES parameter has been added that
allows a zip run that will only copy the files from another archive.

e The ability to extract zSeries files created with RDW (EBCDIC variable length
records).

o iSeries PKWARE Save/Restore Application Feature or iPSRA.

e SecureZlP now supports multiple contingency keys with the use of inlist for
a type code.

e Expanded maximum password length from 200 to 260 alphanumeric
characters.


ftp://bigiron.pkware.com/pub/products/pkzip/iseries
ftp://bigiron.pkware.com/pub
http://csrc.ncsl.nist.gov/
http://csrc.nist.gov/encryption/aes/
http://csrc.nist.gov/CryptoToolkit/tkkeymgmt.html/
http://www.rsasecurity.com/

New Commands

There are no new commands for version 8.2.

Command Changes & Defaults

The following commands have changes since version 8.1. Each command and
parameter listed below should be reviewed before activating PKZIP' 8.2:

PKZIP

ARCHIVE(Q Two additional option added (1. ZIP64 check and 2.
optional Input archive name). Defaults are backward
compatible.

COMPRESS() Additional options have been added. Nine (9) new
compression levels for Level and a new option for
compression method (Deflate or Deflate64). Defaults
are backward compatible.

FTRANQ Default has changed to *1S0O88591. See
Upgrade/Migration notes #1.

TRANQ Default has changed to *1S0O88591. See
Upgrade/Migration notes #1.

FILESQO Revise to accommodate save commands for the iPSRA.

PKUNZIP

FTRANQ Default has changed to *I1SO88591. See
Upgrade/Migration notes #1.

TRANQ Default has changed to *1SO88591. See
Upgrade/Migration notes #1.

RSTIPSRAQ The iPSRA Restore command

Migration Considerations for Version 8.2

Upgrade/Migration notes #1.

Installations previously using text translation tables other than 1ISO9959 1 or
PKZ037419 for TRAN or FTRAN should review the data translation characters used.
The newer default tables in*1S0O88591 use the IBM ICONV standard character sets
for IBM-037 EBCDIC and 1SO-8859-1 ASCII code page 819.

In general, the newer default table is better for general-purpose text translation than
the older ASCIIUS, ASCIIUSE, ASCIIUK, and ASCIIUKE tables. However, the older
tables are still provided for compatibility in case installation-dependent processing
requires translation of specialized character sets. In fact the older tables are also
provided as a selection in the TRAN and FTRAN parameters as *INTERNAL. The new
default for TRAN and FTRAN is *1SO88591. If it is desired to continue with previous
defaults, change the default in the PKZIP, PKZSPOOL, and PKUNZIP commands
source and recompile the commands or use the CHGCMDDFT command.



For example:

= CHGCMDDFT CMD(MYZIPLIB/PKZIP) NEWDFT(FTRAN(*INTERNAL)
TRAN(*INTERNAL)')

= CHGCMDDFT CMD(MYZIPLIB/PKUNZIP) NEWDFT(FTRAN(*INTERNAL)
TRAN(*INTERNAL)')

User Help and Contact Information

For Licensing, please contact the Sales Division at 937-847-2374 or email
PKSALES@PKWARE.COM.

For Technical Support assistance, please contact the Product Services Division at
937-847-2687 or visit the Support Web site.

Appendix F lists the types of information needed to resolve issues with the product.


mailto:PKSALES@PKWARE.COM

Getting Started

PKZIP'is a broad, flexible product on the iSeries, and AS/400 platforms, allowing for
compression and decompression of files. It is fully compliant with other PKZIP-
compatible compression products running on other operating systems.

Because the PKZIP standard for text data storage is ASCII, PKZIP' facilitates
conversion between the ASCII and EBCDIC character sets. Therefore, compressed
text files can be transferred between IBM mainframe environments and systems
using the ASCII character sets, including UNIX, DOS, SecureZlIP for zSeries, and
PKZIP for zSeries.

In addition to PKZIP-format archive support, PKZIP' can also produce and
manipulate (GNU) GZIP-format archives. See Chapter 10.

PKZIP and PKUNZIP Commands

PKZIP' uses two main commands—PKZIP and PKUNZIP—to control its high-
performance data compression functionality. The PKZIP command launches a utility
that compresses files and places them in a ZIP format archive. PKUNZIP reverses
this process: it decompresses data in a ZIP archive created by PKZIP or another file
compression program and restores the files to their original form. Both commands
are controlled by options that allow a variety of functions to be performed.

Multiple levels of processing control are available through the use of customized
option modules, shared command lists, and individual job inputs. In addition to file
selection, features such as compression levels and performance selections can be
specified. Also, a 32-bit cyclic redundancy check (CRC) is a standard feature used to
guarantee data integrity.

A ZIP archive is platform-independent; therefore, data compressed (ZIPPED) on one
platform, for example, UNIX, can be decompressed (UNZIPPED) on another platform,
for example, 0S/400 and MVS/ESA, by using a compatible version of PKUNZIP.

Basic Features of PKZIPi

PKZIP' is generally compatible with PKZIP 2.x, and as such, has the following
features:



Compliance with compression programs on other platforms, including Windows,
LINUX, UNIX, DOS, SecureZlIP for zSeries, and PKZIP for zSeries.

e User-selected compression ratios.

e Storage capability of 65,535 files within one ZIP Archive.
e Compression of files of up to 4 gigabytes.

e A maximum ZIP archive size of 4 gigabytes.

e Data integrity assurance using 32-bit CRC error detection.

¢ Translation of data to a system-independent format, thus providing easy file
transfers within a mixed or varied file environment.

PKZIP' also offers a series of extended features such as creation of GZIP archive,
spool files support, large file support (files greater than 4 GB and files in archive
exceeding 65,535), advanced encryption, and self-extracting archives.

Initializing the License

Evaluation Period

You may obtain a key from the Sales Division to use to generate an evaluation
license that allows full use of the product for 30 days. Contact PKWARE anytime
during this period to obtain licensing to use the product beyond the initial period.

You can reach the Sales Division at 937-847-2374 or email pksales@pkware.com.

For technical support, contact the Product Services Division at 937-847-2687 or
online at the Support Web site.

When you receive the license control card information from PKWARE, you build the
license data set using the Build License program. Running the INSTPKLIC command

updates the LICENSE data set and reports the license status of PKZIP' at your
location.

Release Licensing

Each release of SecureZIP for iSeries and PKZIP for iSeries requires that a new
license key be obtained from Customer Service and that a new license record be
generated. The new release will fail with AQZ9077 "License Keys have invalid version
setting" if the license file is used from a previous release.


mailto:PKSALES@PKWARE.COM

Show System Information

To report on the status of a license at your location, you can run the environment
“WHATOSV” program by doing a program call:<>CALL WHATOSV. It will provide a
report similar to:

PKWARE WHATOSV Current Operating Environment Thu May 15 12:05:49 2003

SecureZlP for iSeries (tm) Version 8.2.0 with build date 2003/05/14
Current PKZIP Library is PKW82051S

IBM iSeries Model 9406, Type 270-23E7

Serial Number <010-7X8WT >, PRC Group < P10>, OS is at V5R2MO.

Press ENTER to end terminal session.

The output of this report is what you will need to send to your reseller or PKWARE
sales representative to obtain a DEMO code.

Note: The PKZIP' Library must be added to the library list prior to running this
program.

Please have the output of this report handy when speaking with your reseller or
account rep. You will be expected to supply the following additional information:

e Company name
¢ Company contact
e Phone number

¢ Contact email

Applying a License Key or Authorization Code

Installing the PKZIP license activation keys is done by adding the licensing
information obtained from PKWARE, Inc. into a source file member (one is provided
with distribution library call PKZLICIN) and then running the install license program
to activate.

By executing the INSTPKLIC command, the LICENSE dataset will be updated and a
report will be produced that will reflect the state of PKZIP' at your location.

Trial activation is accomplished by first editing the member PKWARELIC and adding
the company customer record and keys supplied by PKWARE, Inc. One way of editing
the member would to use the following command with the correct library:

=2 EDTF FILE(PKW82051S/PKZLICIN) MBR(PKWARELIC)
or
= STRSEU SRCFILE(PKW82051S/PKZLICIN) SRCMBR(PKWARELIC)

Remember since this a source file member and you use the EDTF command that the
data will start in column 13, because the source sequence number and date stamp is
in the true columns 1 thru 12.

For example:
= EDTF FILE(PKW82051S /PKZLICIN) MBR(PKWARELIC)



Edit File: PKW82051S /PKZLICIN(PKWARELIC)

Record : 1 of 3 by 8 Column : 13 92 by 74
Control

CMD . .+....2 . .+ ... 3. .+ 4+ 5 Al 6T Bt
foisiaaiaiaiatataiodated - 1= inni ng OF data*******xkksirx
*LICENSED BY PKWARE, Inc 06/03/03 Tait Hamiel
55 A4CMDINR 000014581 PKWARE Internal Demo Customer
99 CMDOAXB1 20030703 0107X8WTP10
*xxAxrx*RFF**End of Data

F2=Save F3=Save/Exit F12=Exit F15=Services F16=Repeat find

Notice in this case the columns on the ruler shows column 13 for the first column of

the license data.
For example:

= STRSEU SRCFILE(PKW82051S/PKZLICIN) SRCMBR(PKWARELIC) :

Columns . . . : 1 71 Edit PKW82051S/PKZLICIN
SEU==> PKWARELIC
FMT **  __+... 1 .. +... 2 ...+... 3 R T B e < . S

0001.00 *LICENSED BY PKWARE, Inc 06/03/03 Tait Hamiel
0002.00 55 A4CMDINR 000014581 PKWARE Internal Demo Customer
0003.00 99 CMDOAXB1 20030703 0107X8WTP10

End of data

F3=Exit F4=Prompt F5=Refresh F9=Retrieve F10=Cursor F11=Toggle
F16=Repeat find F17=Repeat change F24=More keys

Once you have typed or copied the license information provided by PKWARE, you will
need to save these changes by pressing F3 and exit the edited member by pressing

F3 again. Next, run the install program using the following command:
= INSTPKLIC INFILE(*LIBL/PKZLICIN) INMBR(PKWARELIC) or prompt F4

Install SecureZlP for iSeries License (INSTPKLIC)

Type choices, press Enter.

Type . . . - . o o o . . . *INSTALL *INSTALL, *VIEW

Input Control File . . . . . . . PKZLICIN Name, PKZLICIN
Library name . . . . . . . . . *LIBL Name, *LIBL

Control Member . . . . . . . . . pkwarelic Name, *FIRST

Bottom
F3=Exit F4=Prompt F5=Refresh F12=Cancel F13=How to use this display
F24=More keys

By executing the INSTPKLIC command, the LICENSE dataset will be updated and a

report will be produced that will reflect the state of PKZIP' at your location.

10



SecureZlP for iSeries (tm) Version 8.2.0, 2003/06/09
Copyright. 2004 PKWARE, Inc. All Rights Reserved.

PKZIP (R) is a registered trademark of PKWARE (R), Inc.
Machine ID = 0107X8WT, Processor Group = P10

Rec - 1 *LICENSED BY PKWARE, Inc 06/03/03 Tait Hamiel

Rec - 2 55 A4CMDINR 000014581 PKWARE Internal Demo Customer
Rec - 3 99 CMDOAXB1 20030703 0107X8WTP10

Compression - Evaluation set to expire in 23 days on 20030703
Decompression - Evaluation set to expire in 23 days on 20030703
Database File Handlers- Evaluation set to expire in 23 days on 20030703
IFS File Handlers - Evaluation set to expire in 23 days on 20030703
GZIP - Evaluation set to expire in 23 days on 20030703
Spool Files - Evaluation set to expire in 23 days on 20030703
Self Extracting - Evaluation set to expire in 23 days on 20030703

License File PKW82051S/PKZLIC(PKZLIC) Updated successfully
Press ENTER to end terminal session.

Reporting the PKZIP' for iSeries License

By using the INSTPKLIC TYPE(*VIEW) command, the current licensing settings will

be displayed.

SecureZlP for iSeries (tm) Version 8.2.0, 2003/06/09
Copyright. 2004 PKWARE, Inc. All Rights Reserved.

PKZIP (R) is a registered trademark of PKWARE (R), Inc.
Machine ID = 0107X8WT, Processor Group = P10

A License Report requested on 0107X8WT from CPU Serial#
8.2 Product Licensed to Customer # 000003079 -Key Testers Inc.

Compression :Licensed -Expires 02/28/2400 for processors:
Serial# 0107X8WT Processor Type P10

Decompression :Licensed -Expires 02/28/2400 for processors:
Serial# 0107X8WT Processor Type P10

GZIP Licensed -Expires 02/28/2400 for processors:
Serial# 0107X8WT Processor Type P10

IFS File Handlers :Licensed -Expires 02/28/2400 for processors:
Serial# 0107X8WT Processor Type P10

Database File Handlers:Licensed -Expires 02/28/2400 for processors:
Serial# 0107X8WT Processor Type P10

Advanced Encryption :Licensed -Expires 02/28/2400 for processors:
Serial# 0107X8WT Processor Type P10

Spool Files :Licensed -Expires 02/28/2400 for processors:
Serial# 0107X8WT Processor Type P10

Self Extracting :Licensed -Expires 00/00/0000 for processors:

Press ENTER to end terminal session.

PKZIP and SecureZIP for iSeries Grace Period

PKWARE recognizes that there may be periods where the licensing environment
established by the customer is no longer valid. Circumstances such as disaster

recovery processing or the installation or upgrade of new processors will affect the

environment.
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To accommodate the installation, PKZIP' has a process that will allow you to
continue to use the product for a grace period of seven days when the established
licensing environment is no longer valid. Note that the user must have write
authority on the license dataset to invoke the grace period. This authority is only
required the first time PKZIP/PKUNZIP is run after a CPU change has occurred; it is
not required after the grace period has been successfully invoked (this is one time
per CPU).

During the grace period, error messages will be displayed on the job log and/or

display/printout for each execution of PKZIP'. At the end of the period, if the license
is not updated, the product will no longer function for the new CPUs except to VIEW
an archive. You must contact PKWARE at pkcustomerservice@pkware.com during the
grace period to obtain licensing to allow extended use.

Invoking PKZIPi Services

Three main commands control PKZ1P' functionality in the OS/400 operating
environments. The commands are:

e PKZIP - Launches compression utility
e PKUNZIP - Launches archive extraction utility
e PKZSPOOL - Launches compression utility for spool files

Each of the commands can be invoked interactively, submitted for a batch run, or
used anywhere that an iSeries command can be issued.

Help panels for each command can be activated by using the F1 (help) key.

PKZIPi Differences from other Platforms

This section covers the differences between PKZIP' and other versions, including
versions that run on other operating systems or platforms. Most of the differences
are due to the QSYS library file type system and the iSeries object-oriented base.

Attributes Various MS/DOS options support the selection of files by file
(non-extended) attributes such as hidden, read-only, and system. These
attributes are not meaningful on the 0S/400 file system.

ANSI comments Because 0S/400 does not support ANSI control codes,
related options are not supported. When unzipping from an
archive, the archive comment will be displayed, but ANSI
control codes in this comment will not be masked out. This
could cause attribute changes on the iSeries display.

Archive file date DOS options control whether the ZIP file date is updated or

controls PKZIP retained when altering the archive. Because the last used
date on OS/400 is not under program control or alterable by
a command, these options are not supported.
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Archive Comments DOS options allow editing of comments for individual files in

PKZIP an archive. This version supports editing of a file’s text
description, but is not recommended for batch running, or for
a large number of files due to the interactive message
responses required.

File naming The files used in the QSYS library file system have their own

differences naming style. Each file associated with a library file and
members would be depicted as library/file(member). Usually,
all file names are stored as open system file names with
directories, ending with a file name. For a detailed
description and techniques see Chapter 5.

HELP PKZIP for DOS™ has options to display a list of commands.

Because PKZIP' uses iSeries commands, the help system is
built for each command and is activated by PF1 on each

parameter.
Mixed Case When using the IFS (integrated file system), the file names
Filenames are case sensitive and act like other file systems (UNIX,

DOS, Windows, etc.). When using the QSYS library file
system, the file names are always in UPPER CASE.
Occasionally, when trying to update and archive (or select
from an archive), you may encounter a case sensitive
search. Use PKUNZIP view to get the exact name stored.
This would be appropriate when doing a PKZIP TYPE(
*DELETE) where the selection file would need to match.

Use of SAVF Method

At this time, only physical files with attributes of PF-DTA, PF-SRC, and SAVF in the
QSYS file system, stream files and directories in the IFS, and spool files can be
processed by PKZIP'. Also, some special database functionality such as triggers, file
constraints, alternate collating sequence, and large object fields, are not stored in
the archives.

To overcome some of the restrictions listed above, PKZIP' can compress and
decompress SAVF. The objects to be compressed are saved to a SAVF using SAVOBJ
or SAVLIB. The SAVF is then compressed to an archive using PKZIP. To restore the
data, first use PKUNZIP to re-create the SAVF, and then use RSTOBJ or RSTLIB to
restore objects from within the decompressed SAVF. SAVF are binary and only
pertain to 0S/400.

Another solution may be to utilize the iSeries PKWARE Save/Restore Application
Feature (iPSRA) feature, where the save command can issued with the save API
based on the command defined in the FILES parameter. See Chapter 6 on the iPSRA
feature for details.

Data Compression

Because data compression techniques reduce file size, a compressed data file will use
less storage space and can be transferred in a faster, more efficient manner. A file
can be compressed (a ZIP candidate) to a compact size (ZIPPED file), and then to
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use the file again, it must be uncompressed or extracted to its original size
(UNZIPPED file).

One easy data compression method eliminates repeating or redundant data by
replacing it with representative information that will be used when restoring the
data. An example of this data compression technique is the Run-Length Encoding
method, which applies to redundant data where a repeating character (the run) is
represented as a count or value (the length). The compressed form is the repeated
character with its count.

Example: B2222EHHHHHHHHH
Compressed: B*4 2 E *9 H

Note: The efficiency of this method is dependent upon the amount of redundancy in
the data.

To perform a thorough compression operation, more advanced algorithms and

enhanced techniques are required. PKZIP' uses just such methods to achieve
maximum results.

ZIP Archives

PKZIP' is capable of storing compressed data in ZIP archives. There is no limit to the
number of archives you may create.

ZIP archive capability:

e ZIP archive refers to any valid ZIP-format file created by a PKZIP® 4.x-
compatible product.

e ZIP64 refers to ZIP archives that include the ZIP64 format that can handle
more than 65,534 files and files that exceed 4 GB. (See “Large Files
Considerations.”).

e Each standard archive can store up to 65,534 files.

e Files that are over 4 GB have to be archived with GIZP or by using the Large
File Support.

e Each standard archive may contain up to 4 GB of data. ZIP64 is required for
larger archives.

For each file in the archive, the following information is stored with the compressed
data:

e Filename.

e File directory date and time.

e File’s initial CRC value (see Cyclic Redundancy Check).
e Method of compression used.

e PKZIP' version required for file extraction.

o File size, uncompressed.

e File size, compressed.

Some files may contain the following additional information:

14



e The version of PKZIP' that created the file.

e File attributes.

¢ Any comment about the file.

¢ Any comment about the archive.

e Platform specific attributes (see Cross Platform Compatibility).

e If encrypted and what method of encryption.

Cyclic Redundancy Check

Cyclic redundancy check (CRC) is a method used to verify the integrity of a data file
after it is restored from a ZIP archive.

Before a file is compressed, a PKZIP' algorithm computes a 32 bit hexadecimal
value for its data. The CRC value is stored in a file that is within the ZIP archive.
When the data in the file is extracted, PKZIP' processes it again using the same
algorithm to produce a second CRC value. Once the file is processed, the original
CRC value is compared to the new CRC value to ensure that they match.

Note: If the data is the same as its previous state, the same CRC value will be
produced. When the two CRC values are compared, and should the extracted value
not match the stored, initial value, the integrity of the file is in question and PKZIP'
reports the results. In this case, it is possible the data was corrupted within the ZIP
Archive.

Encryption

Requires SecureZIP

SecureZlP for iSeries can encrypt data for security control and provide a password
lockout for extracting data. Various security levels are available, with multiple
encryption algorithms. See Chapter 2 for a description of security features in
SecureZlP for iSeries.

File Selection and Name Processing

This section discusses how file selection is performed for ZIP processing with PKZIP'.
The primary commands used for ZIP processing are discussed here, along with some
overview notes and known restrictions.

This section also discusses how files are selected within an iSeries environment.
Remember, ZIP directory entries within a ZIP archive will be defined in a system-
independent format, which is not iSeries compatible.

Note: Directory entries within a ZIP archive are actually in a format compatible with
UNIX systems and have been translated into the ASCII character set. In addition, the
dataset level separators are typically set as the forward slash (“/”), not the period

15



(“.”) as in iSeries, although this can be controlled through command actions in
PKZIP'.

See Chapter 5 for further information on how PKZIP' handles file name interchanges
between iSeries and common ZIP format.

Primary File Selection Inputs

PKZIP' will only process:
e iSeries objects of type FILE (only with attributes PF-SRC, PF-DTA, and SAVF).
e IFS stream files (*STMR) and IFS directories(*DIR).
e Spool files.

Other objects must first be unloaded into an iSeries save file (SAVF) before they can

be processed by PKZIP' (see: Use of SAVF Method) or use the Save Applications
data with the iPSRA feature. See Chapter 6.

The FILES parameter in both PKZIP and PKUNZIP specifies which files are to be
processed for all files except spool files (SPLF have their own selection parameters).
One or more names can be specified, and each name is in either 0S/400 QSYS
format, or IFS format, depending on F2ZTYPE settings. An asterisk may be used at
the end of the library name, file name, or member name to select names beginning
with the prefix used. To select all members of a file, *ALL may be used. To select all
files in a library *ALL may be used (as long as it is qualified by at least a library
name), for example, FILES('mylib/*ALL" ). If *ALL is specified without at least a